ABSTRACT A high capacity data hiding method using lossless compression, advanced encryption standard (AES), modified pixel value differencing (MPVD), and least significant bit (LSB) substitution is presented. Arithmetic coding was applied on a secret message for the lossless compression, which provided ∼22% higher embedding capacity. The compressed secret message is subjected to AES encryption; this provides higher security in the cases of steganalysis attacks. After compression and encryption, the LSB substitution and MPVD are applied. In MPVD, the adaptive non-overlapping 3 × 3 pixel blocks or a combination of 3 × 3 and 2 × 2 blocks are used in raster fashion. It is experimentally established that with the proposed method, significant enhancement in embedding capacity was achieved and 214 132 extra bits than existing methods could be embedded due to the use of arithmetic compression and MPVD. The MPVD and arithmetic coding together resulted into 25% enhanced embedding capacity than the earlier methods. The proposed method also provides high levels of visual quality with an average of 36.38 dB at 4.00 bpp. The proposed method is also proved to be secure against regular/singular (RS) steganalysis.
I. INTRODUCTION
In order to protect and secure the transmission of data over an open channel e.g. internet, an information security system must be in place. Cryptography and information hiding are the two branches of information security system. Cryptography is used for encrypting and decrypting the data into 'ciphertext', which is meaningless and hard to understand. In spite of very high levels of security provided by various advanced cryptographic techniques, illegible nature of 'ciphertext' easily draws attention of adversaries and, thus, may result in failure of communication.
Information/data hiding is a mechanism which ensures that the presence of the secret data remains undetected [1] . Data hiding can further be sub-divided into digital watermarking and steganography. In digital watermarking, noise tolerant signals such as an audio, image or video etc. are used to covertly hide a kind of signal (watermark) [2] - [9] which is used to establish the ownership of such signal. Steganography is used for embedding high amount of data in cover files (image, video, audio etc.). Image based covers are the most frequently used covers. Steganography is divided into spatial and frequency domains. Spatial domain involves embedding of secret message by direct modification of intensity of cover image pixels. The transformed domain coefficients are altered to embed secret data in frequency domain methods. Spatial domain methods require less computational complexity and provide higher embedding capacity than frequency domain methods.
Steganographic methods, devised to fulfill the requirements of recovery of original cover image are termed as reversible embedding [10] - [18] . Reversible embedding is required for applications like military, medical and legal etc. Generally, during embedding, the LSBs of cover image are overwritten by secret message bits, the original bits are lost and cannot be recovered, thus named as irreversible data embedding [19] - [26] . Both spatial and frequency domains have been used for reversible and irreversible embedding methods. Irreversible embedding provides higher embedding capacity than reversible embedding.
The performance evaluation of image steganography methods is based on the parameters like: hiding capacity, visual quality/imperceptibility and security/un-detectability. However, these evaluating parameters produce opposite effects with each other e.g. the steganographic methods designed to achieve higher hiding capacity result in visual distortions to the steganographed images and reduced security. Thus, proper corrective/balancing measures are required to make balance between these parameters. Qualities like high embedding capacity, un-detectability and satisfactory visual quality are required for real applications.
The simplest and most popular image steganographic technique is the LSB substitution [20] . It involves the embedding of messages into cover image by directly replacing the LSBs. The hiding capacity can be as high as 4 LSBs per pixel. A common weakness of LSB embedding is that sample value changes asymmetrically. Through LSB embedding, visual quality may decrease and become sensitive to steganalysis [27] attacks.
The pixel value differencing (PVD) [19] was introduced by Wu and Tsai for improving imperceptibility in stego images. In PVD method, data embedding is done by readjusting the difference between two pixels. The PVD based methods are vulnerable to histogram analysis and provide low embedding rates.
Enhanced hiding capacity over PVD [19] based methods was proposed [21] by combining LSB and PVD. The PVD and LSB embedding methods are applied on smooth and edge areas of the cover image respectively, after partitioning the cover image into smooth and edge areas. The hiding capacity is reported to be improved. This approach is susceptible to RS steganalysis [27] detection attacks. Wu and Tsai [19] method was further improved by Yang et al. [22] by reporting a readjustment strategy for lower level. This resulted in enhanced visual quality and remains secure against RS steganalysis [27] . But this method does not enhance the hiding capacity.
Adaptive steganographic method [23] was proposed for achieving high embedding capacity by integrating LSB and PVD. The cover image is partitioned into 1×3 nonoverlapping pixel blocks and second pixel of each block is selected as base pixel. The base pixel is subjected to k-bit LSB and first and third pixels of the block are subjected to PVD. This results in enhanced embedding capacity than that of Yang et al. [22] .
Recursive information hiding scheme was proposed by Hussain et al. [28] . The method combines PVD [22] , OPAP [20] , PVD Shift along with modification of prediction errors (MPE) [11] . PVD shift was introduced to embed one extra bit in one stego pixel per block. In this method, if secret bit is 1 and LSB of stego pixel is 0 or vice-versa, then 1 is added or subtracted to the stego pixel value to satisfy that secret bit is equal to the modulus of stego-pixel value with 2. But when both the bits i.e. secret bit and LSB of stego pixel are same or equal, such case is not addressed. On implementing the method by combining all the above methods, the average PSNR falls down to ∼27dB which is much lower than the other existing methods [19] , [22] , [23] . On implementing without PVD shift, PSNR goes up to 32dB whereas if it is implemented without MPE and PVD shift, PSNR rises up to 35dB. Thus, the method reported by Hussain et al. [28] is considered with PVD and OPAP only for evaluation in our study. The challenge remains to achieve higher embedding capacity while maintaining image quality.
In this study, we present a spatial domain, comprehensive steganographic method by combining the lossless compression, state of the art encryption, modified pixel value differencing (MPVD) and LSB substitution. Method reported by Khodaei and Faez [23] has been modified by introducing 3×3 pixel block (8-neighbour pixel block) to achieve higher embedding rate and better correlated pixels to provide higher visual quality. The motivation behind proposed method has been to enhance embedding capacity substantially without compromising quality aspects.
The structure of the paper is as follows. LSB and PVD based related steganographic approaches are discussed in section I. In Section II, proposed comprehensive steganographic scheme is described with compression, encryption, message embedding and extraction. Experimental results are presented and discussed in Section III. In Section IV, conclusions are presented.
II. PROPOSED METHOD
The proposed method involves combination of Arithmetic Coding [29] to provide high embedding capacity, encryption through AES, and modified embedding scheme which includes pixel optimization. The section is divided into: i) compression through index based coding, ii) Encryption and decryption using AES, iii) embedding, and iv) extraction.
A. COMPRESSION THROUGH ARITHMETIC CODING
The compression is achieved through Arithmetic Coding [29] . In arithmetic coding, fewer bits are used for frequently used characters and infrequently used characters are stored with more number of bits, thus, resulting in fewer bits required for total encoding.
A pseudo random number generator (PRNG), deployed in MATLAB R was used for generating test messages of various capacities. Arithmetic coding and extraction codes were also deployed in MATLAB R . On an average, about 22% higher embedding capacity was achieved through Arithmetic Coding.
After compression, output of this step would be a bit stream of compressed secret message. Extra '0' bits are added at the end, if required, to make the sequence divisible by 8. This bit stream is used as input for AES based encryption. 
B. ENCRYPTION AND DECRYPTION USING AES
Compressed text file (as per section II.A above) is taken as input for encryption using AES [30] . AES encryption ensures that the message does not get disclosed even if the existence of the message is disclosed, thus, ensuring higher security level.
AES uses 128-bit data and variable length (128/192/ 256-bit) keys. AES is an iterative cipher, the number of rounds in AES vary with the length of the key. Different 128-bit round keys are used in each of these rounds, which are computed out of original AES key. All the computations in AES are performed on bytes rather than bits. 128 bits of a data block is treated as 16 bytes and is arranged as a 4×4 matrix, referred to as state array in AES. An example of AES encryption is shown in Fig.1. 
1) ENCRYPTION USING AES
Input: 128-bit data, 128-bit key Output: Cipher text Steps involved: For each round, repeat the following steps:
Step c is not required in the final round.
Step 1 (SubBytes (State)): All the input bytes of the block are taken as independent entities and are substituted by their substituent from the S_Box, with single S_Box used for entire data.
Step 2 (ShiftRows (State)): Each row of the data matrix is shifted to the left and any elements that 'drop off' are reinserted from the right side of the row. The number of shifts a row encounters varies for different rows.
Step 3 (MixColumns (State)): A mathematical function is used to transform each four-byte column. Four bytes of one column are taken as input by this function and four new output bytes are generated and original column bytes are replaced with these new output bytes. This step is not executed in the last round.
Step 4 (AddRoundKey (State, Key[i])): XOR is performed on received round key and state.
2) DECRYPTION USING AES
For each round, with the state and key as inputs (except for last round), following steps are repeated:
Step 1: Inverse_SubBytes()
Step 2: Inverse_ShiftRows()
Step 3: Inverse_MixColumns()
Step 4: Inverse_AddRoundkey()
Step 3 is not performed for last round. All the encryption steps should be performed in reverse to achieve decryption.
C. EMBEDDING PROCEDURE
After compression and encryption of secret message, modified approach of Khodaei and Faez's LSB+PVD method [23] is applied to embed the message in cover image. In the proposed embedding method, the cover image is divided into non-overlapping pixel blocks of 3×3 or 3×3 + 2×2 pixel blocks as per the cardinality of the cover image. That is, if the dimensions of the cover image are not divisible by 3×3 pixel blocks, the remaining pixels are taken as 2×2 pixel blocks. The embedding process is presented below:
Step 1: Read the cover image I and divide it into 3×3 nonoverlapping blocks. However, if the height and width of the image are not divisible by 3×3 blocks, the image is divided into 3×3 plus 2×2 blocks. For example, a 512×512 pixel image is partitioned into 28900 blocks of 3×3 pixels and 511 blocks of 2×2 pixels.
Step 2: Read block B i and name the pixels as a 1 , a 2 , a 3 , a 4 , a c , a 6 , a 7 , a 8 , a 9 as shown in Fig. 2(a) . For 2×2 pixel blocks, the pixels would be named as a c , a 2 , a 3 , and a 4 , shown in Fig. 2(c) .
Step 3: Select a c as base pixel or reference pixel.
Step 4: For reference pixel, embed 3 bits directly into 3 LSBs of a c to get a c and apply optimization to obtain a c using (4).
Step 5: Calculate the difference d i for all pixel values except for a c .
Step 6: Compute the ranges R i to which d i belongs. As stated in the range table, compute C i i.e. number of bits to be hidden.
For lower level C i = 3, 4 for R 1 , R 2 respectively; C i = 5 for higher level i.e. R 3 , R 4 and R 5 . Step 7: Read the C i bits continuously from S secret message as S i .
Step 8: Replace rightmost C i bits of a i with S i to obtain a i .
Step 9: Now, apply optimization to all a i using (5), (6) and assign a i = a i to obtain a i as final stego pixel.
Thus, we obtain final stego block shown in Fig. 2(b) and Fig. 2(d) .
1) OPTIMIZATION FOR CENTRAL PIXEL
Step 1: Calculate the new difference d c by (3) . Step 2: Perform optimization of central pixel by (4) .
2) OPTIMIZATION FOR OTHER BLOCK PIXELS
Step 1: Find 2 k th bit of a i and name it as a k (where k = number of hidden bits)
Step 2: Now, compute
Step 3: Compute a i using (6) and assign a i = a i
D. EXTRACTION PROCEDURE
Step 1: Read the cover image I and divide it into 3×3 non overlapping blocks. However, if the height and width of the image are not divisible by 3×3 blocks, the image is partitioned into 3×3 plus 2×2 blocks. For example, a 512×512 pixel image is partitioned into 28900 blocks of 3×3 pixels and 511 blocks of 2×2 pixels.
Step 2: Read block B i and name the pixels as a 1 , a 2 , a 3 , a 4 , a c , a 6 , a 7 , a 8 , a 9 as shown in Fig. 2(b) . For 2×2 pixel blocks, the pixels would be named as a c , a 2 , a 3 , a 4 as shown in Fig. 2(d) .
Step 3: Extract 3-secret bits from 3-LSB's of a c and name it as S c .
Step 4: Calculate the difference d i
Step 5: Compute the ranges R i to which d i belongs. As stated in range table obtain the C i .
Step 6: Then extract C i th rightmost LSB's of a i and name it as S i for all the pixels of B i . Step 7: Now, concatenate S c and all S i to obtain secret message.
E. AN EXAMPLE OF PROPOSED METHOD
An example of proposed method is illustrated in Fig. 4 . The (a 1 , a 2 , a 3 , a 4 , a c , a 6 , a 7 , a 8 , a 9 obtain the final stego pixel as (a 1 = 153, a 2 = 146, a 3 = 126, a 4 = 155, a 6 = 138, a 7 = 163, a 8 = 155, a 9 = 137).
To recover the embedded bits, consider a c = 149. Then, extract 3-bits from rightmost LSB's of a c as S 1 = (101) 2 . Calculate the difference d i = |a c − a i |. Find C i from range table to which d i belongs. Now, extract C i bits from rightmost LSBs of a i as S i . Finally, concatenate S 1 and S i to obtain the secret message bits S.
III. EXPERIMENTAL RESULTS
In this section, the implementation of proposed high capacity data hiding method is described. MATLAB R was used to implement and evaluate the proposed method. Test images were taken from standard image database USC-SIPI (University of South Carolina-Signal and Image Processing Institute with URL: http://sipi.usc.edu/database/), http://www.imageprocessingplace.com/root_files_V3/image _databases.htm and other online resources. Standard grayscale images of 512×512 pixels were used for extensive experimentation. Original and stego images are shown in Fig. 5 . The secret message was generated by a pseudorandom number generator implemented in MATLAB .
Comparison of hiding capacity and visual quality of proposed method with existing methods is shown in Table 2 . The performance comparison of our proposed method with existing methods Wu et al. [10] , Yang [11] , Khodaei [12] and Hussain [28] is done based on hiding capacity, PSNR, bpp, and security by RS-steganalysis. Experimental results are analyzed and presented in following sub-sections. 
A. ANALYSIS OF HIDING CAPACITY AND VISUAL QUALITY
Visual quality and hiding capacity of the proposed method with respect to earlier methods is analyzed in this section.
The hiding capacity is estimated as the total number of message bits embedded in the stego-image. The embedding rate (bpp) is measured using (8) , where M and N are the cardinality of the cover image.
The visual quality (PSNR) is measured using (9) .
Mean squared error (MSE) is defined in (10) , where a i and a i are the cover and stego-pixel values respectively.
Comparison of hiding capacity and image quality of the proposed method with existing methods Wu et al. [21] , Yang et al. [22] , Khodaei et al. [23] and Hussain et al. [28] is presented in Table 2 . The average hiding capacity achieved from our proposed method is higher than existing methods [10] - [12] and [28] . Our method could embed from 994403 bits (at 3.79 bpp) to 1091587 bits (4.16 bpp) with PSNR ranging from 33.18 dB to 37.47 dB with average embedding capacity of 1040240 bits, and average PSNR of 36.38 dB at 4.09 bpp. Wu et al. [21] , Yang et al. [22] , Khodaei et al. [23] and Hussain et al. [28] had average payload of 441544 bits, 711998 bits, 831424 bits and 835108 bits respectively. We have achieved the highest embedding capacity of 1049240 bits and the highest embedding rate of 4.00 bpp.
An average PSNR of 36.38 dB was achieved through our proposed method, which is 1.86 dB higher than Khodaei et al.' [28] , and 1.94 dB higher than Yang et al. [22] . Since, Wu et al.'s [21] method could embed only 42% of proposed method, the PSNR is higher than proposed method. Average hiding capacity of 1049240 bits was achieved through proposed method. Hiding capacity achieved through proposed method is 214132 bits higher than Hussain et al.'s method [28] .
B. ANALYSIS OF EMBEDDING RATE AND PSNR
Comparison of embedding rate versus PSNR of the proposed method was carried out with existing methods for the images Lena, Baboon, Pepper and Jet Fig. 6 .
For the image Lena, PSNR evaluated for the proposed method and other existing method [8] , [11] , [12] , [28] at 0.3bpp are 49.92, 50.80, 46.77, 48.92 and 46.80 respectively. For the proposed method, PSNR at maximum bpp i.e 3.79 is 37.32dB. The maximum embedding rate and PSNR of previous existing methods are evaluated as 41.53dB at 1.56 bpp [8] , 34.63dB at 2.92 bpp [11] , 36.20dB at 3.07 bpp [12] and 35.76dB at 3.05 bpp [28] . For the image Baboon, PSNR evaluated for the proposed method and other existing methods [8] , [11] , [12] , [28] at 0.3bpp are 42.78, The maximum embedding rate and PSNR of previous existing methods are evaluated as 37.44dB at 1.74 bpp [8] , 30.53dB at 2.73 bpp [11] , 32.70dB at 3.25 bpp [12] and 33.57dB at 3.15 bpp [28] . For the image Pepper, PSNR evaluated for the proposed method and other existing method [8] , [11] , [12] , [28] at 0.3bpp are 48.26, 48.81, 42.88, 44.57 and 45.83 respectively. For the proposed method, PSNR at maximum bpp i.e 3.78 is 37.47dB. The maximum embedding rate and PSNR of previous existing methods are evaluated as 41.39dB at 1.5 bpp [8] , 33.86dB at 2.94 bpp [11] , 34.03dB at 3.06 bpp [12] and 35.64dB at 3.04 bpp [28] . For the image Jet, PSNR evaluated for the proposed method and other existing method [8] , [11] , [12] , [28] [11] , 35.69dB at 3.07 bpp [12] and 35.99dB at 3.03 bpp [28] .
Therefore, the experimental results show that the proposed method provides the highest PSNR and highest embedding capacity as compared to earlier methods.
C. SECURITY ANALYSIS
The proposed method was tested against well-known RS steganalysis detection attacks. The results of RS steganalysis attack are shown in Fig. 7 .
In RS steganalysis, the image is partitioned into groups of n adjacent pixels and ''smoothness'' of each group is calculated using flipping masks M and -M respectively corresponding to 0 1 1 0 and 0 −1
of the discrimination function D.
VOLUME 6, 2018
The proportion of increase or decrease of D in each block is indicated by parameters RM, SM, R-M, and S-M. An image is considered as normal and not containing any hidden message if these parameters satisfy the condition RM ≈ R-M > SM ≈ S-M. The image is considered to be having hidden data if RM and S-M decrease or R-M and SM increase.
The test results of RS steganalysis are shown in Figure 7(a-d) . The percentage of hidden message is represented by x-axis and the y-axis represents the relative percentage of regular (R M , R −M ) and singular (S M , S −M ) groups with the application of the masks M and -M.
In the Figure 7 (a-d) , the differences between regular and singular groups remain close to each other and constant, even in the case when the hiding capacity is increased using proposed method. Thus, the results demonstrate that our proposed method withstands RS steganalysis attacks well.
The algorithm was also verified against structural similarity (SSIM) index and standard deviation. The SSIM index method is used for estimating similarity between two images. Standard deviation (SD) is used to estimate the variation between original image and the stego image. From Table 3 , it is observed that SSIM value for all the test images is close to 1 which, indicates that the stego images are similar to original images. It is also observed that SD for all the images is 0negligible which again indicates that the original images and stego images are similar in nature.
IV. CONCLUSION
In this paper, a secure and high capacity image steganography method is proposed in which arithmetic coding is used for high embedding capacity; AES for additional security of hidden contents; MPVD, LSB and pixel optimization for enhanced capacity and improved visual quality. In MPVD, lower embedding rate was opted at higher ranges. An enhanced embedding capacity of ∼3% more than earlier methods has been achieved using MPVD. MPVD and arithmetic coding together resulted in 25% higher embedding. Also, the proposed method is secure against RS steganalysis. Thus, proposed scheme promises significant advancement over existing methods.
